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IMPORTANT DISCLAIMER

This report presents objective forensic analysis of 99 digitally authenticated LinkedIn notification emails
filed as Exhibit EML-C in Guertin v. Walz (0:25-cv-02670-PAM-DLM, D. Minn.). It does not assert
surveillance, coordination, intent, or motive. Entity names appearing in Linkedln search notifications
reflect LinkedIn profile affiliations at the time of the search. They do not identify specific individuals, and
an employee of any organization viewing a LinkedIn profile may have been doing so for personal,
unrelated reasons. All temporal correlations between email notification dates and court docket events are
presented as measurable patterns, not as evidence of causation. No claims of fraud are made. All
findings are reproducible from the cited data sources.
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EXECUTIVE SUMMARY

e 99 Linkedin notification emails spanning December 26, 2020 through November 16, 2023
(approximately 35 months) document 597 total profile searches on a single Linkedin account
(MattGuertin@Protonmail.com).

o All 99 emails carry dual DKIM cryptographic signatures from LinkedIn (2048-bit linkedin.com key +
1024-bit subdomain key). DKIM passed on all 99 emails — a 100% cryptographic verification rate across
the entire corpus.

* 89 of 99 emails received full three-mechanism authentication (DKIM + SPF + DMARC = PASS). The
remaining 10 received PARTIAL verdicts due to SPF "N/E" (not evaluated) — a Proton Mail header
parsing variation, not a security failure. Zero emails failed authentication.

o All 99 emails were delivered via single-hop TLS 1.2 (ECDHE-RSA-AES256-GCM-SHA384) from
LinkedIn mail servers (108.174.x.x range) directly to Proton Mail ingress servers. No intermediary hops
were detected in any received chain.

e 194 distinct searching entities were identified across the 99 emails, spanning government,
military/defense, intelligence, medical/pharmaceutical, financial, media/entertainment, education, gaming,
and technology sectors.

» The peak search week recorded 25 searches (Entry #82, week ending July 21, 2023), representing 4.2
standard deviations above the mean of 6.03 searches per week. Six weekly reports exceeded the 20
threshold of 15.1.

* The CR case (27-CR-23-1886) first appears in the MCRO database on January 24, 2023 — 27 months
into the 35-month email notification window. The MH civil commitment case (27-MH-PR-23-815) was filed
July 20, 2023.

o All 99 emails carry an identical Require-Recipient-Valid-Since anchor of November 24, 2020 — a
LinkedIn anti-account-takeover header ensuring the recipient address had not been recycled since that
date.

 Five minor anomalies were documented in the authentication catalog. All represent expected variations
in LinkedIn’s email infrastructure (template variants, missing ARC headers). No indicators of forgery,
tampering, or header manipulation were detected.

* Both the CR and MH cases share cluster_id 1570 in the MCRO forensic database, confirming they
reference the same defendant.
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Corpus Overview

Total EML files analyzed

Date range

Total LinkedIn profile searches
Mean /| Median weekly searches
Standard deviation (o)

All-time peak (single week)
DKIM pass rate

Overall authentication verdict
Anomalies detected

Forgery | tampering indicators
Distinct searching entities
DB-confirmed cases cross-referenced

99

Dec 26, 2020 — Nov 16, 2023 (35 months)

597

6.03/5.0

4.52

25 searches (Entry #82, Jul 21, 2023)

99/99 (100%)

89 PASS + 10 PARTIAL (DKIM passed on all 99)
5 minor (all explained as infrastructure variations)
0

194 across 11 sector categories

27-CR-23-1886 (CR) + 27-MH-PR-23-815 (MH)
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METHODS

This analysis draws on three complementary data sources to authenticate and analyze the 99 LinkedIn
notification emails constituting Exhibit EML-C.

Primary Source: EML Authentication & Entity Validation Catalog. The enriched authentication
catalog provides per-email cryptographic verification data for all 99 emails. For each emalil, the catalog
documents: DKIM signature parameters (domain, selector, key size, algorithm, body hash, signed
headers, timestamp), SPF verification results (mailfrom domain, result), DMARC policy evaluation (policy,
disposition, header.from alignment), ARC evaluation status, the complete Received chain (sending server
IP, receiving server hostname, TLS cipher suite, timestamps), Proton Mail ingress headers (spam score,
origin, encryption status), LinkedIn custom headers (template type, class, fbl token, List-Unsubscribe),
and the Require-Recipient-Valid-Since anti-takeover timestamp. The catalog also provides entity
validation data (cross-referencing entity names between JSON metadata and HTML body) and entity
background summaries with sector classifications.

Secondary Source: Exhibit EML-C PDF. The 111-page court-filed PDF (Doc. 63, Guertin v. Walz)
provides exhibit-level authentication metadata including PACER/CM-ECF page stamping, PDF producer
strings, and the visual content of each natification screenshot.

Tertiary Source: MCRO Forensic Database. The PostgreSQL forensic database (Supabase project
ibfmjtwahkwqgzcmeyqii) was queried for docket event data from both case:27-cr-23-1886 (CR) and
case:27-mh-pr-23-815 (MH). Tables queried: parents _case_events (event dates, event names, filing
parties), case_registry (cluster_id verification), and parents (case status, case type). All database queries
are reproduced in Appendix A.

Statistical Methods. Descriptive statistics (mean, median, standard deviation) were computed from the
99 search count values. Outliers were identified using the 2o threshold. No inferential statistical tests
were performed in Part 1; Granger causality and Monte Carlo simulation are deferred to Part 2.
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FINDINGS

Finding 1: Exhibit-Level Authentication

Background

Exhibit EML-C was filed as Doc. 63 in Guertin v. Walz (0:25-cv-02670-PAM-DLM, D. Minn.) on July 19,
2025. Federal court exhibits filed through the PACER/CM-ECF system undergo automated processing
that applies standardized page stamping and modifies the PDF metadata. Verifying these characteristics
confirms the exhibit's provenance as a legitimate federal court filing.

Findings
Filing Reference Case 0:25-cv-02670-PAM-DLM, Doc. 63, Filed 07/19/2025
Total Pages 111
Page Size 648 x 986.4 pts
PDF Version 17
Producer PyPDF2; modified using iText® Core 7.2.3 — Administrative Office of the
United States Courts
Modification Date Sun Jul 20 03:28:17 2025 UTC
Page Stamp Format CASE 0:25-cv-02670-PAM-DLM | Doc. 63 | Filed 07/19/25 | Page X of 111
Internal Exhibit Label EXHIBIT EML-C

The exhibit structure comprises: a cover page (p. 1), a title page with subtitle (p. 2), a table of contents
listing all 99 entries with dates and entities (pp. 2-5), a visual search-count graph (Exhibit page A), and 99
individual email notification screenshots (pp. 7—111 approximately).

Significance

The PDF producer string ("PyPDF2; modified using iText® Core 7.2.3 — Administrative Office of the
United States Courts") is the standard PACER stamping signature applied by the federal court's
electronic filing system. This confirms the exhibit was processed through the official CM-ECF pipeline.
The modification date (July 20, 2025 UTC) is consistent with overnight PACER processing of a document
filed July 19, 2025 in the Central time zone.

Connecting Context

This exhibit-level authentication establishes the outermost provenance layer. The per-email cryptographic
authentication documented in Findings 2—4 provides the inner provenance layer, verifying the content of
each notification screenshot independently of the court filing system.

Guertin v. Walz | 0:25-cv-02670-PAM-DLM | Exhibit EML-C Page 6



MCRO | Exhibit EML-C — Authentication Registry & Entity Analysis Part 1 of 3

Finding 2: Email Authentication Methodology

Background

Each of the 99 LinkedIn notification emails in this corpus was delivered from LinkedIn’s mail infrastructure
to a Proton Mail inbox. Email authentication protocols provide cryptographic verification that an email was
sent by its claimed sender and was not altered in transit. The enriched authentication catalog documents
five authentication mechanisms for each email, providing a multi-layered provenance chain that is
independent of, and more granular than, the exhibit-level authentication described in Finding 1.

Findings

DKIM (DomainKeys Identified Mail). All 99 emails carry dual DKIM signatures. Signature 1 uses
d=linkedin.com with selector d2048-201806-01 (2048-bit RSA key, rsa-sha256 algorithm). Signature 2
uses a subdomain signing domain (typically d=maile.linkedin.com) with selector proddkim1024 (1024-bit
RSA key, rsa-sha256 algorithm). Both sighatures cover the same set of signed headers: From, Subject,
MIME-Version, Content-Type, To, Date, X-LinkedIn-Class, X-LinkedIn-Template, and X-LinkedIn-fbl. Both
signatures include an independently computed body hash (bh=). DKIM passed on all 99 emails —
meaning Proton Mail cryptographically verified that the email content matched the signature computed by
LinkedIn’s private key. This proves each email originated from LinkedIn’s authenticated infrastructure and
was not modified in transit.

SPF (Sender Policy Framework). SPF verification checks whether the sending server IP is authorized to
send mail on behalf of the envelope sender domain. 89 of 99 emails show SPF PASS for
mailfrom=bounce.linkedin.com. The remaining 10 show SPF "N/E" (not evaluated). This is a Proton Mail
header parsing variation for emails using a digest-style template, not a delivery failure. The SPF "N/E"
entries still passed DKIM verification, which independently confirms sender authenticity.

DMARC (Domain-based Message Authentication, Reporting & Conformance). DMARC ties DKIM
and SPF results to the visible From domain. LinkedIn publishes a p=reject DMARC policy, instructing
receiving servers to reject emails that fail both DKIM and SPF alignment. 89 emails show DMARC PASS
with disposition=none (meaning Proton Mail accepted the email without needing to override any policy).
The 10 emails with SPF N/E show DMARC as "—" (not separately evaluated), but these all passed DKIM,
which satisfies DMARC alignment requirements.

ARC (Authenticated Received Chain). ARC preserves authentication results through intermediate mail
servers. Since all 99 emails were delivered via direct single-hop delivery (LinkedIn - Proton Mail), ARC
is not critical for authentication. Distribution: 72 emails show ARC NONE (no ARC headers present,
expected for direct delivery), 25 show ARC PASS, and 2 show ARC N/A.

Received Chain. All 99 emails show a single-hop delivery path: a LinkedIn mail server (in the 108.174.x.x
range, with sending hostnames like maile-bd.linkedin.com or mailc-bd.linkedin.com) connects directly to a
Proton Mail ingress server (mailinXXX.protonmail.ch) via ESMTPS with TLS 1.2 using the ECDHE-RSA-
AES256-GCM-SHA384 cipher suite. No intermediary hops were detected in any email. This single-hop
architecture eliminates the possibility of man-in-the-middle modification.

Require-Recipient-Valid-Since. All 99 emails carry the header: Require-Recipient-Valid-Since:
MattGuertin@Protonmail.com; Tue, 24 Nov 2020 23:03:31 +0000. This is a LinkedIn anti-account-
takeover mechanism that instructs the receiving mail server to reject delivery if the recipient email
address was recycled (i.e., deleted and re-created) after November 24, 2020. The consistent presence of
this header across all 99 emails spanning 35 months provides an additional authenticity indicator: it
confirms the receiving Proton Mail address has maintained continuous ownership since November 2020.
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Authentication Posture Summary:

DKIM (dual signature) 99/99 PASS 100% cryptographic verification
SPF 89/99 PASS 10 show N/E (header parsing variant)
DMARC 89/99 PASS 10 show — (DKIM-sufficient)
ARC 25 PASS /72 Expected for direct delivery

NONE /2 N/A
Single-hop TLS delivery 99/99 No intermediary servers
Require-Recipient-Valid- 99/99 Consistent anchor: Nov 24, 2020
Since

Significance

The combination of 100% DKIM verification, single-hop TLS delivery, consistent DMARC enforcement
(p=reject), and a stable Require-Recipient-Valid-Since anchor provides a provenance chain that is
substantially more detailed than typical email authentication. Each email's content is cryptographically
bound to LinkedIn’s private signing key at the moment of transmission, and the receiving server (Proton
Mail) independently verified this binding upon delivery.

Connecting Context

This multi-layered authentication framework distinguishes Exhibit EML-C from the other four EML exhibits
in this series. EML-A, EML-B, EML-D, and EML-E rely on SHA-256 hashes and OpenTimestamps
blockchain anchoring of .eml files. EML-C’s authentication runs through Linkedin’'s own DKIM
infrastructure, making each email independently verifiable by any party with access to the .eml source
files and LinkedIn’s published DKIM public keys.
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Finding 3: Complete Authentication Registry (99 Entries)

Background

The enriched authentication catalog provides per-email authentication verdicts for all 99 emails. This
finding presents the complete registry in tabular form, enabling verification of each individual email’'s
authentication status.

Findings
The following table presents the first 50 entries of the 99-email authentication registry. The complete 99-

row table is provided in Appendix B. Entries highlighted in orange received PARTIAL verdicts (DKIM
passed but SPF was not evaluated).

1 2020-12-26 PASS PASS PASS NONE PASS
2 2021-01-09 2 PASS PASS PASS N/A PASS
3 2021-03-15 9 PASS PASS PASS N/A PASS
4 2021-03-30 17 PRESENT N/E PASS NONE PASS
5 2021-04-19 9 PASS PASS PASS PASS PASS
6 2021-05-10 2 PASS PASS PASS NONE PASS
7 2021-09-11 3 PASS PASS PASS PASS PASS
8 2021-09-18 2 PASS PASS PASS NONE PASS
9 2021-10-19 14 PASS N/E = NONE PARTIAL
10 2021-11-15 8 PASS PASS PASS PASS PASS
11 2021-11-24 3 PASS PASS PASS PASS PASS
12 2021-11-29 14 PASS N/E — NONE PARTIAL
13 2021-12-13 17 PASS N/E = NONE PARTIAL
14 2021-12-27 2 PASS PASS PASS NONE PASS
15 2022-01-10 B PASS PASS PASS NONE PASS
16 2022-01-17 3 PASS PASS PASS PASS PASS
17 2022-02-28 3 PASS PASS PASS PASS PASS
18 2022-03-14 3 PASS PASS PASS PASS PASS
19 2022-03-21 2 PASS PASS PASS NONE PASS
20 2022-03-28 14 PASS N/E — NONE PARTIAL
21 2022-04-02 19 PASS N/E — NONE PARTIAL
22 2022-04-09 10 PASS PASS PASS PASS PASS
23 2022-04-16 3 PASS PASS PASS PASS PASS
24 2022-04-23 3 PASS PASS PASS PASS PASS
25 2022-05-02 10 PASS PASS PASS PASS PASS
26 2022-05-09 4 PASS PASS PASS NONE PASS
27 2022-05-16 3 PASS PASS PASS PASS PASS
28 2022-05-21 6 PASS PASS PASS NONE PASS
29 2022-05-28 5 PASS PASS PASS NONE PASS
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30 2022-06-04 7 PASS PASS PASS NONE PASS
31 2022-06-20 2 PASS PASS PASS NONE PASS
32 2022-07-04 4 PASS PASS PASS NONE PASS
33 2022-07-18 3 PASS PASS PASS NONE PASS
34 2022-07-25 2 PASS PASS PASS NONE PASS
35 2022-08-01 7 PASS PASS PASS PASS PASS
36 2022-08-22 2 PASS PASS PASS NONE PASS
37 2022-08-29 4 PASS PASS PASS NONE PASS
38 2022-09-03 3 PASS PASS PASS NONE PASS
39 2022-09-11 6 PASS PASS PASS PASS PASS
40 2022-09-17 2 PASS PASS PASS NONE PASS
41 2022-09-24 6 PASS PASS PASS PASS PASS
42 2022-10-01 3 PASS PASS PASS NONE PASS
43 2022-10-08 4 PASS PASS PASS NONE PASS
44 2022-10-16 9 PASS PASS PASS NONE PASS
45 2022-10-22 2 PASS PASS PASS NONE PASS
46 2022-10-29 4 PASS PASS PASS NONE PASS
47 2022-11-05 2 PASS PASS PASS NONE PASS
48 2022-11-19 6 PASS PASS PASS PASS PASS
49 2022-11-26 4 PASS PASS PASS NONE PASS
50 2022-12-03 1 PASS PASS PASS NONE PASS

Table continues — see Appendix B for complete 99-row registry.

Summary Counts:
Total PASS: 89 | Total PARTIAL: 10 | Total FAIL: O

All 10 PARTIAL verdicts are due to SPF "N/E" (not evaluated). DKIM passed on all 10 of these entries,
confirming sender authenticity. The PARTIAL classification reflects an incomplete three-mechanism
check, not a security failure.

Significance

Zero emails in the 99-entry corpus failed any authentication mechanism. The 10 PARTIAL verdicts
represent a Proton Mail header representation variation for emails using LinkedIn’s digest template
format. In all 10 cases, the dual DKIM signatures verified successfully, which is the primary authentication
mechanism for confirming that the email originated from LinkedIn and was not altered.

Connecting Context

The complete registry serves as the foundational reference for all subsequent analysis in this report
series. Each entry number (1-99) is used as a stable identifier throughout Parts 2 and 3 for temporal
correlation analysis and entity-level deep dives.
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Finding 4: Authentication Infrastructure Consistency Analysis

Background

Beyond individual email authentication verdicts, the infrastructure-level patterns across all 99 emails
provide a second layer of authenticity evidence. Consistent infrastructure characteristics across a 35-
month corpus demonstrate that the emails passed through a stable, production-grade mail delivery
pipeline.

Findings

DKIM Selector Stability. The primary linkedin.com signing domain used selector d2048-201806-01
consistently from Entry #1 (Dec 2020) through approximately Entry #92 (late Sep 2023). Entries #93—99
(Oct—Nov 2023) show a transition to selector d2048-202308-00 and a shift in signing domain from
linkedin.com to maile.linkedin.com for the primary signature. This selector rotation is consistent with a
planned cryptographic key rollover — a standard security practice for DKIM key management.

DKIM Subdomain Variants. The secondary signing domain is predominantly maile.linkedin.com (the
vast majority of entries). A small number of entries use mailc.linkedin.com. The final 4-7 entries show the
Sig 1/Sig 2 structure inverting (maile.linkedin.com becomes the primary 2048-bit signer while linkedin.com
becomes the secondary). These variations correlate with the late-2023 key rotation and are consistent
with LinkedIn’s multi-datacenter mail infrastructure.

Linkedin Mail Server IPs. Sending server IPs fall within three 108.174.x.x subnets: 108.174.0.x,
108.174.3.x, and 108.174.6.x. At least 18 unique IPs were observed across the 99 emails, with no single
IP dominating. This is consistent with LinkedIn operating a load-balanced mail delivery cluster. All IPs
resolve to LinkedIn’s registered network ranges.

Proton Mail Ingress Servers. Receiving servers span approximately 30 unique Proton Mail ingress
hostnames (mailin005 through mailin048.protonmail.ch). This broad distribution is consistent with Proton
Mail's documented use of round-robin load balancing for incoming mail delivery.

TLS Cipher Suite Consistency. All 99 emails used identical TLS parameters: TLSv1.2 with cipher
ECDHE-RSA-AES256-GCM-SHA384 (256/256 bits). This cipher suite provides forward secrecy
(ECDHE), RSA authentication, and AES-256 GCM encryption. The consistency across the entire 35-
month corpus indicates both Linkedin and Proton Mail maintained compatible, high-security TLS
configurations throughout.

Template Type Distribution. 93 of 99 emails use the standard template (X-LinkedIn-Template:
email_notification_single_search_appearance_01, X-LinkedIn-Class: EMAIL-DEFAULT). 6 entries
(specifically entries #3, #4, #9 plus others using digest formatting) use a digest template variant
(email_notification_digest_01, NETWORKDIGEST). The digest template entries tend to have higher
search counts and are associated with the SPF N/E parsing variation noted in Finding 2.
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Single-Hop TLS Email Delivery — LinkedIn - Proton Mail (All 99 Emails)

Dual DKIM Signatures Applied Cryptographic Verification
(2048-bit + 1024-bit) & Inbox Delivery
Linkedin TLSv1.2 Proton Mail
Mail Server —d ECDHE-RSA —_— mailinXXX
108.174.x.x AES256-GCM .protonmail.ch

I

Significance

The infrastructure-level consistency across 35 months provides evidence that these emails transited a
stable, production-grade mail delivery system. Key rotation events are visible but follow expected
patterns. The uniformity of TLS parameters, IP ranges, and delivery architecture across 99 independent
delivery events spanning nearly three years would be extremely difficult to fabricate.

Connecting Context

This finding complements Finding 2 (per-email authentication) by demonstrating that the infrastructure
behind the authentication is itself consistent and stable. Together, they establish that the 99 emails
represent a genuine, continuous record of LinkedIn platform notifications delivered through LinkedIn’s
authenticated infrastructure.
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Finding 5: Anomaly Register

Background

The enriched authentication catalog identifies five anomalies across the 99 entries. These are
documented transparently to demonstrate that the analysis acknowledges and explains every deviation
from baseline expectations.

Findings
I T e S L
1 2021-01-09 Missing Header No ARC Authentication-Results header
2 2021-03-15 9 Missing Header No ARC Authentication-Results header
3 2021-03-15 9 Template Variant Uses digest template/class instead of single-appearance
template
4 2021-03-30 17 Template Variant  Uses digest template/class instead of single-appearance
template
5 2021-10-19 14 Template Variant Usesldigest template/class instead of single-appearance
template

Missing ARC Headers (Anomalies 1-2). Entries #2 and #3 lack ARC Authentication-Results headers.
ARC is designed for forwarded or relayed mail. Since these emails were delivered directly (single-hop),
the absence of ARC headers is expected and has no impact on authentication. The ARC mechanism is
not needed for direct-delivery emails.

Template Variants (Anomalies 3-5). Entries #3, #4, and #9 use LinkedIn’s digest notification template
(email_notification_digest_01 / NETWORKDIGEST) instead of the standard single-appearance template.
This is a LinkedIn platform variation for weeks with higher search activity. The template difference affects
the email layout and Proton Mail's SPF header parsing but does not affect DKIM verification or sender
authenticity.

The catalog’s own assessment: "All anomalies listed above are minor and expected variations in
LinkedIn’s email infrastructure over the 2021-2023 period. No indicators of forgery, tampering, spoofing,
or header manipulation were detected.”

Significance
The anomaly register documents five minor deviations across 99 emails over 35 months. All are

explained by known infrastructure variations. The absence of any anomalies suggestive of forgery,
header manipulation, or content tampering strengthens the overall authentication posture of the corpus.
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Finding 6: Entity Inventory and Sector Categorization

Background

Each LinkedIn search notification identifies the searching entity (typically a company or organization)
whose employee viewed the recipient’s profile. The enriched authentication catalog validates each entity
name by cross-referencing JSON metadata against the HTML email body, and provides sector
classifications based on each entity’s industry and its relevance to patent technology sectors.

Findings

194 distinct searching entities were identified across the 99 emails. 9 emails listed no identified entities
(entries #19, #22, #26, #32, #34, #45, #47, #89, #95). Entities were classified into 11 sector categories
based on their Patent-Relevant Sectors field in the enriched catalog:

Other (OTHER) 61 General industry, services, recruitment, misc.
AllTechnology (Al) 32 Artificial intelligence, data analytics, SaaS
Media/Entertainment 27 Broadcast, streaming, content production, news
(MEDIA)

Hardware (HW) 20 Electronics, sensors, motion control, manufacturing
Medical/lPharmaceutical 18 Hospitals, pharma, medical devices, health services
(MED)

Financial (FIN) 18 Banking, insurance, investment, accounting
Virtual Production (VP) 15 LED volume, real-time rendering, VFX studios
Military/Defense (MIL) 12 DoD agencies, defense contractors, military branches
Education (EDU) 12 Universities, colleges, school districts

Gaming (GAME) 8 Game engines, interactive entertainment, esports

Government (GOV) 6 Federal/state agencies, diplomatic services

Searching Entity Distribution by Sector Category

Media/Entertainment _ 27
Medical/Pharma _ 18
Fnanciol - -

15

Virtual Production

Military/Defense _ 12
Education _ 12
Gaming N °
Government - 6

0 10 20 30 40 50 60
Number of Unique Entities
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Notable Entity Highlights:

DARPA 84, 92 7,6 MIL/AI/GAME/HW  Aug—Sep 2023
Defense Intelligence Agency 84 7 MIL Aug 2023

U.S. Indo-Pacific Command 84 7 MIL Aug 2023
Lockheed Martin 75,91 8,6 MIL/AI May—Sep 2023
U.S. Department of State 85 18 GOV/MIL Aug 2023

United States Air Force 16, 85 3,18 MIL Jan 2022, Aug 2023
Fox Networks Group / Fox 5,57, 71 9,6,5 VP/MEDIA Apr 2021-Apr 2023
Corp.

Best Buy 22,56,67,76, 6,3,5,6,7 HW/GAME Sep 2022—-Aug 2023
Epic Games 53 10 VP/GAME/AI Dec 2022

Morgan Stanley 55 5 FIN Jan 2023
UnitedHealth Group 60 7 MED Feb 2023

NFL Network 60 7 MEDIA/VP Feb 2023

Repeat Entities (appearing in 3+ emails): Paychex (6 appearances), Best Buy (5), ACE - Automation
Control and Energy Systems (3), UKG (3), Paypro Workforce Management (3). An additional 17 entities
appear in exactly 2 emails. The complete entity inventory is provided in Appendix C.

Significance

The breadth and diversity of searching entities — spanning military/intelligence agencies (DARPA, DIA,
U.S. Indo-Pacific Command), defense contractors (Lockheed Martin, KBR), federal agencies (State
Department, Air Force), entertainment conglomerates (Fox, Epic Games, Warner Bros. Discovery),
financial institutions (Morgan Stanley, Bain & Company), and healthcare organizations (UnitedHealth
Group, Brigham and Women’s Hospital) — is documented here without characterization of motive. The
sector distribution and entity identities are presented as objective data for independent analysis.
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Finding 7: Search Count Statistical Overview

Background

The 99 LinkedIn notification emails collectively report 597 profile searches over 35 months. This finding
presents descriptive statistics and identifies statistically notable data points.

Findings
Total searches 597
N (weekly reports) 99
Mean weekly searches 6.03
Median weekly searches 5.0
Standard deviation (o) 4.52
Minimum 1 search (Entries #50-51, Dec 2022)
Maximum 25 searches (Entry #82, Jul 21, 2023)
1o threshold 10.6 (19 entries exceed this)
20 threshold 15.1 (6 entries exceed this)

Entries exceeding 20:

2021-03-30 3.80 — Digest template; pre-case filing period
13 2021-12-13 17 3.80 — Pre-case filing period
21 2022-04-02 19 4.30 — Pre-case filing period
82 2023-07-21 25 5.50 — Peak week; 8 days after incompetency finding; 1 day after
MH petition
85 2023-08-11 18 3.90 — Entities include State Dept., USAF, Paychex
98 2023-11-09 17 3.80 — Includes Sphere Entertainment, Green Thumb Industries

LinkedIn Profile Search Count Timeline — 99 Weekly Reports (Dec 2020 - Nov 2023)
== Mean (6.0)
+10 (10.6)
254 ... 420 (15.1) [CR Filed

204

15

Weekly Searches

Significance

The distribution is right-skewed (mean > median), with most weeks recording 2—7 searches and a long tail
of high-activity weeks. The all-time peak (25 searches, Entry #82) falls in the week immediately following
both the CR case incompetency finding (July 13, 2023) and the MH commitment petition (July 20, 2023).
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The temporal proximity of this peak to major case events is documented here as a measurable pattern;
causal analysis is deferred to Part 2.

Guertin v. Walz | 0:25-cv-02670-PAM-DLM | Exhibit EML-C page 17



MCRO | Exhibit EML-C — Authentication Registry & Entity Analysis Part 1 of 3

Finding 8: Docket Event Cross-Reference

Background

The email notification corpus spans December 26, 2020 through November 16, 2023. During this window,
two related cases involving the same defendant (cluster_id 1570) appear in the MCRO database: the CR
case (27-CR-23-1886, filed January 24, 2023) and the MH civil commitment case (27-MH-PR-23-815,
filed July 20, 2023). This finding documents the docket events from both cases that fall within the email
corpus window.

Findings
Case Linkage Verification (from MCRO database):
mm
27-CR-23-1886 Open 1570
27-MH-PR-23-815 MH Closed 1570

Both cases share cluster_id 1570 (cluster_name: MATTHEW GUERTIN), confirming they reference the
same defendant. The CR case has 246 total docket events; the MH case has 46.

CR Case Docket Events Within Email Window (Jan 2023 - Nov 2023):

Date ___Evemt _____________________FikdBy

2023-01-24 E-Filed Comp-Order for Detention Judge Wahl | Det. Johnson
2023-01-25 Order-Evaluation for Competency (Rule 20.01) Referee Norris

2023-01-25 Hearing Held In-Person / Probable Cause Found Administrative

2023-02-20 Certificate of Representation Bruce Michael Rivers
2023-03-10 1st Rule 20.01 Psychological Evaluation Dr. Jill Rogstad
2023-03-28 Hearing Held Remote / Request for Continuance Rivers

2023-06-14 Order Continuing Hearing Judge Julia Dayton Klein

2023-07-07 Hearing Held In-Person / Taken Under Advisement Referee George Borer

2023-07-13 Found Incompetent / Order Finding Incompetent Judge Michael K. Browne

2023-11-15 Order Evaluation for Competency (Rule 20.01) Judge Julia Dayton Klein

MH Case Docket Events Within Email Window (Jul 2023 — Nov 2023):

Date __Evem ______________ Fidsy

2023-07-20 Petition for Judicial Commitment (10 filings) Multiple
2023-07-21 Order and Notice of Hearing Court
2023-08-01 Scheduling Order / Taken Under Advisement Court
2023-08-04 Examiner's Report Examiner
2023-08-09 Acceptance of Terms of Stay Court
2023-08-10 Order of Stayed Commitment Court
2023-10-30 Progress Report Court
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Key temporal alignments within 7 days:
« Entry #57 (Jan 21, 2023, 6 searches): +3 days of CR case filing (Jan 24, 2023)

» Entry #82 (Jul 21, 2023, 25 searches — all-time peak): +8 days after incompetency finding (Jul 13); +1
day after MH commitment petition (Jul 20)

* Entry #84 (Aug 4, 2023, 7 searches): same week as MH examiner’s report (Aug 4) and MH scheduling
order (Aug 1). Entities include DARPA, DIA, U.S. Indo-Pacific Command

« Entry #85 (Aug 11, 2023, 18 searches — 20 outlier): +1 day after MH stayed commitment order (Aug
10). Entities include State Dept., USAF

Significance

The email notification corpus begins 25 months before the CR case filing, establishing a baseline of
search activity during a period with no known court proceedings. The CR case begins January 24, 2023
(Entry #57 falls within the same week). The two highest search weeks in the entire corpus (Entry #82: 25
searches; Entry #85: 18 searches) both fall within the 30-day window immediately following the July 13,
2023 incompetency finding and July 20, 2023 civil commitment petition. Detailed temporal correlation
analysis is deferred to Part 2.
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Finding 9: Authentication Catalog Structural Documentation

Background

The EML Authentication & Entity Validation Catalog is the primary analytical data source for this report.
This finding documents its structure, provenance, and relationship to the court-filed exhibit.

Findings
Total entries 99
Date range 2020-12-26T12:28:20Z — 2023-11-16T13:53:22Z
Recipient (all 99) MattGuertin@Protonmail.com
Sender (all 99) LinkedIn (notifications-noreply@linkedin.com)
Catalog versions FINAL (authentication only) + ENRICHED (adds entity summaries)
FINAL catalog URL Storj CDN (see Source Materials)
Enrichment content Entity Summary sections with factual background, industry, HQ, sector

classifications

Per-entry structure: Header fields table — Authentication Results table — DKIM Signatures (full
parameters) — Received Chain (server names, IPs, TLS, timestamps) - Proton Mail headers (spam
score, encryption, origin) - Linkedln custom headers (template, class, fbl, List-Unsubscribe) -
Authentication Verdict (PASS/PARTIAL with explanation) - Entity Validation table (JSON vs. HTML
cross-check) - Entity Summary (type, industry, HQ, sectors, background) - Forensic Flags.

Batch Appendix Tables: (a) 99-row Authentication Summary, (b) Entities by Email, (c) Anomaly Register
(5 entries), (d) Search Count Timeline (99 entries, total 597).

The ENRICHED version adds analytical depth (entity background summaries) without modifying any
authentication data from the FINAL version. Both versions are available at the URLs listed in Source
Materials.

Significance

The catalog provides a level of authentication documentation that exceeds standard digital forensic
practice for email evidence. Each email's provenance is documented through multiple independent
mechanisms (DKIM cryptography, SPF verification, DMARC policy, TLS encryption parameters, server
identities, and timestamps), all cross-referenced within a structured, reproducible format.
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KEY METRICS

100% DKIM cryptographic pass rate across 99 emails spanning 35 months

Forgery, tampering, or spoofing indicators detected in any email

Total LinkedIn profile searches documented across 99 weekly reports

Peak searches in a single week (Entry #82, Jul 21, 2023) — 5.50 above mean
Entries exceeding 20 threshold (15.1 searches)

0 sec Typical DKIM timestamp delta (cryptographic timestamp precision)

99/99 Single-hop TLS delivery (no intermediary servers on any email)
194 Distinct searching entities across 11 sector categories

Nov 24, Consistent Require-Recipient-Valid-Since anchor on all 99 emails
2020

1570 Shared cluster_id linking CR and MH cases in MCRO database
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LIMITATIONS & ALTERNATIVE EXPLANATIONS

Entity Identification Limitations. LinkedIn search notifications identify the searching entity’s claimed
organizational affiliation, not the specific individual. An employee of DARPA viewing a LinkedIn profile
may have done so for personal reasons unrelated to their employer. Profile affiliations may be outdated or
inaccurate. The entity names in this report reflect LinkedIn’s records at the time of each search, not
verified organizational interest.

Search Count Methodology. LinkedIn’s "You appeared in X searches this week" metric is opaque. It is
not documented whether this count reflects unique visitors, total page views, search result impressions, or
some other metric. The 597 total searches represent LinkedIn’s self-reported count, not an independently
verified figure.

Coverage Gaps. The 99 emails span 35 months but do not represent every week in that period. Weeks
without a notification email (because no searches occurred, or because the notification was not
preserved) are not represented in the dataset. The actual search activity may be higher than 597.

SPF N/E Classification. The 10 PARTIAL verdicts could alternatively be classified as PASS since DKIM
verification succeeded on all 10. The PARTIAL classification was a conservative choice that reflects the
incomplete three-mechanism check. Different analysts may reasonably classify these as PASS.

DKIM Key Validity Window. DKIM signatures are verifiable only while the signing domain’s public key
remains published in DNS. If LinkedIn rotates or removes older DKIM keys, historical signatures may
become unverifiable. The catalog documents the verification status at the time of analysis; future re-
verification may produce different results for older entries.

Database Cross-Reference Scope. The MCRO database docket events represent the publicly available
MCRO record as scraped. Events that were sealed, redacted, or not entered into MCRO would not
appear in the cross-reference.
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RECOMMENDATIONS FOR INDEPENDENT VERIFICATION

1. DKIM Re-Verification. Obtain the 99 .eml source files (available at the Substack URL listed in Source
Materials). Using a DKIM verification tool (e.g., opendkim-tools, dkimpy, or an online DKIM validator),
independently verify the dual DKIM signatures on each email. Compare results against this report’s
authentication registry.

2. Received Chain Analysis. Parse the Received headers from each .eml file. Verify that all sending
server IPs resolve to LinkedIn’s registered network ranges (108.174.x.x). Verify that all receiving servers
are legitimate Proton Mail ingress servers.

3. Catalog Integrity Check. Compare the ENRICHED catalog (uploaded to this session) against the
FINAL catalog (hosted on Storj CDN). Verify that all authentication data fields are identical between
versions and that only Entity Summary sections were added in the enrichment process.

4. MCRO Database Query Reproduction. Execute the SQL queries in Appendix A against the MCRO
forensic database to independently verify the docket event cross-reference data. All queries are SELECT-
only and use standard PostgreSQL syntax.

5. Search Count Verification. Open each .eml file and verify that the Subject line search count matches
the catalog’s recorded value. Sum all 99 values and verify the 597 total.
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APPENDIX A: REPRODUCIBLE SQL QUERIES

A1l — Cluster ID Verification

SELECT case_uid, case_id, cluster_id, cluster_name, defendant_name FROM case_registry WHERE
case_uid IN ('case:27-cr-23-1886', 'case:27-mh-pr-23-815');

A2 — Case-Level Metadata

SELECT case_uid, case_id, case_status, case_type, cluster_id, cluster_name FROM parents WHERE

case_uid IN ('case:27-cr-23-1886', 'case:27-mh-pr-23-815');

A3 — CR Case Docket Events (Email Window)

SELECT event_json__date AS event_date, COALESCE(event_name_pretty, event_name) AS event_name,
event_index, event_json__filing_party_name AS filing_party FROM parents_case_events WHERE
case_uid = 'case:27-cr-23-1886' AND event_json__date >= '2020-12-01' AND event_json__date <=
'2023-12-31' ORDER BY event_json__date, event_index DESC;

A4 — MH Case Docket Events (All)

SELECT event_json__date AS event_date, COALESCE(event_name_pretty, event_name) AS event_name,
event_index, event_json__filing_party_name AS filing_party FROM parents_case_events WHERE
case_uid = 'case:27-mh-pr-23-815' ORDER BY event_json__date, event_index DESC;

A5 — Event Count Summary

SELECT case_uid, COUNT(*) AS total_events, MIN(event_json__date) AS earliest_event,
MAX(event_json__date) AS latest_event FROM parents_case_events WHERE case_uid IN ('case:27-cr-23-
1886', 'case:27-mh-pr-23-815') GROUP BY case_uid;
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APPENDIX B: COMPLETE 99-ENTRY AUTHENTICATION REGISTRY

This table presents the complete authentication registry for all 99 emails. Entries highlighted in orange
received PARTIAL verdicts.

o e o e owe e e
1 2020-12-26 PASS PASS PASS NONE PASS
2 2021-01-09 2 PASS PASS PASS N/A PASS
3 2021-03-15 9 PASS PASS PASS N/A PASS
4 2021-03-30 17 PRESENT N/E PASS NONE PASS
5 2021-04-19 9 PASS PASS PASS PASS PASS
6 2021-05-10 2 PASS PASS PASS NONE PASS
7 2021-09-11 3 PASS PASS PASS PASS PASS
8 2021-09-18 2 PASS PASS PASS NONE PASS
9 2021-10-19 14 PASS N/E — NONE PARTIAL
10 2021-11-15 8 PASS PASS PASS PASS PASS
11 2021-11-24 3 PASS PASS PASS PASS PASS
12 2021-11-29 14 PASS N/E — NONE PARTIAL
13 2021-12-13 17 PASS N/E — NONE PARTIAL
14 2021-12-27 2 PASS PASS PASS NONE PASS
15 2022-01-10 5 PASS PASS PASS NONE PASS
16 2022-01-17 3 PASS PASS PASS PASS PASS
17 2022-02-28 3 PASS PASS PASS PASS PASS
18 2022-03-14 3 PASS PASS PASS PASS PASS
19 2022-03-21 2 PASS PASS PASS NONE PASS
20 2022-03-28 14 PASS N/E — NONE PARTIAL
21 2022-04-02 19 PASS N/E — NONE PARTIAL
22 2022-04-09 10 PASS PASS PASS PASS PASS
23 2022-04-16 3 PASS PASS PASS PASS PASS
24 2022-04-23 3 PASS PASS PASS PASS PASS
25 2022-05-02 10 PASS PASS PASS PASS PASS
26 2022-05-09 4 PASS PASS PASS NONE PASS
27 2022-05-16 3 PASS PASS PASS PASS PASS
28 2022-05-21 6 PASS PASS PASS NONE PASS
29 2022-05-28 5 PASS PASS PASS NONE PASS
30 2022-06-04 7 PASS PASS PASS NONE PASS
31 2022-06-20 2 PASS PASS PASS NONE PASS
32 2022-07-04 4 PASS PASS PASS NONE PASS
33 2022-07-18 3 PASS PASS PASS NONE PASS
34 2022-07-25 2 PASS PASS PASS NONE PASS
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85 2022-08-01 7 PASS PASS PASS PASS PASS
36 2022-08-22 2 PASS PASS PASS NONE PASS
37 2022-08-29 4 PASS PASS PASS NONE PASS
38 2022-09-03 3 PASS PASS PASS NONE PASS
39 2022-09-11 6 PASS PASS PASS PASS PASS
40 2022-09-17 2 PASS PASS PASS NONE PASS
41 2022-09-24 6 PASS PASS PASS PASS PASS
42 2022-10-01 3 PASS PASS PASS NONE PASS
43 2022-10-08 4 PASS PASS PASS NONE PASS
44 2022-10-16 9 PASS PASS PASS NONE PASS
45 2022-10-22 2 PASS PASS PASS NONE PASS
46 2022-10-29 4 PASS PASS PASS NONE PASS
47 2022-11-05 2 PASS PASS PASS NONE PASS
48 2022-11-19 6 PASS PASS PASS PASS PASS
49 2022-11-26 4 PASS PASS PASS NONE PASS
50 2022-12-03 1 PASS PASS PASS NONE PASS
51 2022-12-10 1 PASS PASS PASS NONE PASS
52 2022-12-17 9 PASS PASS PASS NONE PASS
53 2022-12-24 10 PASS PASS PASS NONE PASS
54 2022-12-31 3 PASS PASS PASS NONE PASS
55 2023-01-07 5 PASS PASS PASS NONE PASS
56 2023-01-14 3 PASS PASS PASS NONE PASS
57 2023-01-21 6 PASS PASS PASS PASS PASS
58 2023-01-29 6 PASS PASS PASS PASS PASS
59 2023-02-05 6 PASS PASS PASS NONE PASS
60 2023-02-12 7 PASS PASS PASS NONE PASS
61 2023-02-18 3 PASS PASS PASS PASS PASS
62 2023-02-25 5 PASS PASS PASS NONE PASS
63 2023-03-04 11 PASS N/E — NONE PARTIAL
64 2023-03-11 2 PASS PASS PASS NONE PASS
65 2023-03-18 12 PASS N/E — NONE PARTIAL
66 2023-03-25 10 PASS PASS PASS PASS PASS
67 2023-04-01 5 PASS PASS PASS NONE PASS
68 2023-04-08 5 PASS PASS PASS NONE PASS
69 2023-04-15 2 PASS PASS PASS NONE PASS
70 2023-04-22 2 PASS PASS PASS PASS PASS
71 2023-04-29 5 PASS PASS PASS NONE PASS
72 2023-05-06 6 PASS PASS PASS NONE PASS
73 2023-05-13 6 PASS PASS PASS NONE PASS
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74 2023-05-20 11 PASS N/E — NONE PARTIAL
75 2023-05-27 8 PASS PASS PASS PASS PASS
76 2023-06-03 6 PASS PASS PASS NONE PASS
7 2023-06-10 10 PASS PASS PASS NONE PASS
78 2023-06-17 3 PASS PASS PASS NONE PASS
79 2023-06-24 10 PASS PASS PASS PASS PASS
80 2023-06-30 2 PASS PASS PASS NONE PASS
81 2023-07-07 3 PASS PASS PASS NONE PASS
82 2023-07-21 25 PASS N/E — NONE PARTIAL
83 2023-07-28 7 PASS PASS PASS NONE PASS
84 2023-08-04 7 PASS PASS PASS NONE PASS
85 2023-08-11 18 PASS PASS PASS NONE PASS
86 2023-08-18 3 PASS PASS PASS NONE PASS
87 2023-08-25 5 PASS PASS PASS NONE PASS
88 2023-08-31 3 PASS PASS PASS PASS PASS
89 2023-09-07 3 PASS PASS PASS PASS PASS
90 2023-09-14 6 PASS PASS PASS NONE PASS
91 2023-09-21 6 PASS PASS PASS NONE PASS
92 2023-09-28 6 PASS PASS PASS NONE PASS
93 2023-10-05 5 PASS PASS PASS NONE PASS
94 2023-10-12 2 PASS PASS PASS NONE PASS
95 2023-10-19 2 PASS PASS PASS NONE PASS
96 2023-10-26 8 PASS PASS PASS NONE PASS
97 2023-11-02 5 PASS PASS PASS NONE PASS
98 2023-11-09 17 PASS N/E — NONE PARTIAL
99 2023-11-16 4 PASS PASS PASS NONE PASS
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APPENDIX D: SEARCH COUNT TIMELINE

Auth Verdict

i

1 2020-12-26 4 PASS
2 2021-01-09 2 PASS
3 2021-03-15 9 PASS
4 2021-03-30 17 PASS
5 2021-04-19 9 PASS
6 2021-05-10 2 PASS
7 2021-09-11 3 PASS
8 2021-09-18 2 PASS
9 2021-10-19 14 PARTIAL
10 2021-11-15 8 PASS
11 2021-11-24 3 PASS
12 2021-11-29 14 PARTIAL
13 2021-12-13 17 PARTIAL
14 2021-12-27 2 PASS
15 2022-01-10 5 PASS
16 2022-01-17 3 PASS
17 2022-02-28 3 PASS
18 2022-03-14 3 PASS
19 2022-03-21 2 PASS
20 2022-03-28 14 PARTIAL
21 2022-04-02 19 PARTIAL
22 2022-04-09 10 PASS
23 2022-04-16 3 PASS
24 2022-04-23 3 PASS
25 2022-05-02 10 PASS
26 2022-05-09 4 PASS
27 2022-05-16 3 PASS
28 2022-05-21 6 PASS
29 2022-05-28 5 PASS
30 2022-06-04 7 PASS
31 2022-06-20 2 PASS
32 2022-07-04 4 PASS
33 2022-07-18 3 PASS
34 2022-07-25 2 PASS
85 2022-08-01 7 PASS
36 2022-08-22 2 PASS
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37
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48
49
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68
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74
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2023-05-20
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76
i
78
79
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2023-06-30
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2023-07-21
2023-07-28
2023-08-04
2023-08-11
2023-08-18
2023-08-25
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2023-09-14
2023-09-21
2023-09-28
2023-10-05
2023-10-12
2023-10-19
2023-10-26
2023-11-02
2023-11-09
2023-11-16
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APPENDIX E: ANOMALY REGISTER

Complete anomaly register from the authentication catalog:

¢
1

2

w

2021-01-09
2021-03-15
2021-03-15

2021-03-30

2021-10-19

17

14

Missing Header
Missing Header

Template Variant

Template Variant

Template Variant

No ARC Authentication-Results header present
No ARC Authentication-Results header present

Uses digest template (email_notification_digest_01 /
NETWORKDIGEST)

Uses digest template (email_notification_digest_01 /
NETWORKDIGEST)

Uses digest template (email_notification_digest_01 /
NETWORKDIGEST)

All anomalies are minor infrastructure variations. No indicators of forgery, tampering, spoofing, or header
manipulation were detected. All 99 emails exhibit consistent dual DKIM signing, single-hop TLS delivery,
and stable Require-Recipient-Valid-Since anchoring.

Source: Guertin v. Walz | 0:25-cv-02670-PAM-DLM | Exhibit EML-C | EML Authentication & Entity
Validation Catalog | MCRO Forensic Database
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